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Online Cloud Services Are Everywhere

To-Consumer services

To-Business services

Cloud services
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Online Cloud Services’ Reliability Is Crucial
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A Tiny Error
System
Outage

User
Dissatisfaction

Revenue
Loss

-- to both service providers and end users!

Update about the 4 October outage | Meta for Business (facebook.com)

https://www.facebook.com/business/news/update-about-the-october-4th-outage
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Real-world Examples
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Facebook outage: what went wrong and why did it take so long to fix after social platform went down? | Facebook | The Guardian
Extended AWS outage disrupts services across the globe | Fierce Telecom

https://www.theguardian.com/technology/2021/oct/05/facebook-outage-what-went-wrong-and-why-did-it-take-so-long-to-fix
https://www.fiercetelecom.com/cloud/extended-aws-outage-disrupts-services-across-globe
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The Microservice Architecture

Microservices on AWS, AWS Summit Berlin 2016, Apr 12, 2016
What are Microservices? | IBM

Microservices architecture is an approach in which a single application is composed of many 

loosely coupled and independently deployable small programs.
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https://www.ibm.com/cloud/learn/microservices
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Complex Dependencies Threaten System Reliability

• Microservices collectively comprise 

multiple cloud services.

• Cloud services: provide high-level APIs.

• Microservices: collectively handle the 

external request via multiple chained 

invocations.

Loosely-coupled nature results in 
complex dependencies, hindering 

failure diagnosis.
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Due to the complex dependencies , 
minor anomalies may magnify impact 

and escalate into system outages.
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Categorization of Dependencies
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Deployment Dependency 

• Deployment dependency.

• The dependency during the deployment of a 

cloud service.

• The deployment phase may rely on some cloud 

services to create and configure resources.
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Elastic Computing

API Management Block Storage
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Service Run-time Dependency 

• Service run-time dependency.

• The dependency required for the cloud service 
to run normally.

• When a cloud service is running, it may rely on 
other cloud services.
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Relational Database

Elastic Computing

Kubernetes

API Management
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Operational Dependency 

• Operational dependency

• The dependency required by the manual and 
automatic operations. 

• This type of dependency usually indicates weak 
cascading impacts because the core 
functionalities will not be affected. 
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Amazon Kinesis

Elastic Computing
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Service-Level Dependency Summary
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Cascading Impact Dependency Type

The deployment phase Deployment dependency

The run-time functionality Service run-time dependency

Operational impact Operational dependency
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Microservice-level Dependency Summary

• Composed-of dependency

• Between a cloud service and the 

microservices that comprise it.

• Run-on dependency

• Between a microservice’s instance and the 

underlying run-time environments.

• Microservice run-time dependency

• Between the caller microservice to the 

callee microservice when running.
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Dependency Analysis Overview
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• Engineer Specification

• Developers may specify the dependencies in 
the centralized database.

• Dependencies obtained:

• Deployment dependency.

• Operational dependency.

Dependency Analysis
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• Configuration Files

• Records the system configurations.

• Dependencies obtained:

• Composed-of dependency.

• Run-on dependency.

Dependency Analysis
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• OpenTracing

• Tracks the invocations between microservices.

• Dependencies obtained:

• Service run-time dependency.

• Microservice run-time dependency.

• Operational dependency.

Dependency Analysis
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Intensity Prediction with AID
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T. Yang, J. Shen, Y. Su, X. Ling, Y. Yang, and M. R. Lyu, “AID: efficient prediction of aggregated intensity of dependency in large-scale cloud systems,” 
in 36th IEEE/ACM International Conference on Automated Software Engineering, ASE 2021,November 15-19, 2021. IEEE, 2021.

We define the intensity of dependency between two microservices 
as how much the status of the callee microservice influences the 

status of the caller microservice.
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Application Scenarios Overview
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• Initial Service Deployment

• Automatically discriminate between the 
compulsory and optional cloud services.

• Assure the correct deployment of the new 
service. 

• Service Upgrade
• Check the status of the cloud services and 

microservices it depends on.

• Helps avert multi-point failures affecting 
changes.

Initial Service Deployment & Service Upgrade

27
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• Failure Mitigation

• Limit the traffic to critical cloud services.

• Recover the dependencies marked as “strong” 
first.

Failure Mitigation
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• Optimization of Dependencies

• Dependency management system detects 
strong dependencies and reminds engineers.

• Discovered more than ten unnecessary 
dependencies within four months.

Architectural Optimization
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